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WHY YOU SHOULD 
GET YOUR 
WEBSITE BUILT 
WITH AN OPEN 
SOURCE CMS



Even when you  look  a t  CMS p la t fo rms,  however ,  you  w i l l  f i nd  a  range o f  
d i f fe ren t  op t ions .  Broad ly  speak ing  they  fa l l  i n to  two ma in  Categor ies :

Your  webs i te  can  be  bu i l t  i n  a  number  o f  ways  us ing  a  var ie ty  o f  p la t fo rms.  One 

op t ion  i s  to  bu i ld  the  webs i te  us ing  HTML.  Th is  i s  re fe r red  to  as  a  s ta t i c  webs i te ,  

and  i s  no t  usua l l y  the  p re fe r red  op t ion  because you  cannot  update  and  change 

the  webs i te ’s  con ten t  –  to  do  tha t  you  have  to  go  back  to  a  deve loper  to  ge t  i t  

coded.  For  th is  reason most  webs i tes  on  the  web are  bu i l t  us ing  a  CMS –  

con ten t  management  sys tem.  A  CMS is  a  so f tware  p la t fo rm tha t  your  webs i te  

runs  on .  They  have  user  f r iend ly  in te r faces  wh ich  mean you  can  change or  

update  your  webs i te  w i thou t  knowing  any  code.
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THE DIFFERENCE BETWEEN AN 

OPEN SOURCE
AND CUSTOM CMS



The code to an open source CMS is made freely available to the internet community so it 

can be updated, changed, improved and enhanced. Most open source CMS platforms also 

have plugins and add-ons developed by third parties – individual developers and 

companies – to extend its functionality.

A  cus tom CMS i s  a l so  some t imes  re fe r red  t o  
as  p rop r i e t y  CMS.  They  a re  CMS p la t f o rms  

deve loped  by  a  spec i f i c  webs i t e  des ign  
company  so le l y  f o r  t he i r  own  cus tomers .  

They  w r i t e  a l l  t he  code ,  bug  check  t he  
so f twa re ,  and  upda te  i t .

THE MOST POPULAR
OPEN SOURCE CMS 

PLATFORMS ARE 
WORDPRESS, JOOMLA, 

DRUPAL AND MAGENTO.

4Kiwi Website Design
& Digital Marketing



B E N E F I T S  O F  A N
OPEN SOURCE CMS
The reason why  so  many webs i tes  on  the  

in te rne t  a re  bu i l t  us ing  open source  CMS 

p la t fo rms,  inc lud ing  webs i tes  f rom some g loba l  

b rands ,  i s  because there  a re  many  benef i t s  o f  

us ing  such  p la t fo rms.  Here  a re  the  ma in  ones .
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You're Not Locked In

They’re Free
Open source  CMS p la t fo rms are  f ree  fo r  you  to  ins ta l l  and  bu i ld  your  webs i te  on .  

A l l  updates  a re  d is t r ibu ted  f ree ,  and  you  can  a lso  ge t  many  p lug ins  and  add-ons  

tha t  a re  a lso  f ree .  Th is  i s  because there  i s  usua l l y  a  fan tas t i c  communi ty  o f  

deve lopers  a l l  work ing  toge ther  to  make the  p la t fo rm be t te r  –  when they  deve lop  

a  p iece  o f  code to  de l i ve r  a  spec i f i c  func t ion  they  make tha t  code ava i lab le  fo r  

everyone. In  rea l i t y  i t  i s  no t  en t i re ly  f ree  to  use .  For  example ,  a  webs i te  bu i l t  us ing  

a  CMS needs  a  theme.  Th is  i s  the  sk in  o f  the  webs i te  and  de te rmines  how i t  looks .  

There  a re  f ree  themes ava i lab le ,  bu t  mos t  peop le  choose to  use  p remium themes 

because o f  the  added func t iona l i t y  they  o f fe r .  The  core  CMS p la t fo rm,  however  i s  

f ree . ,  

The  pr imary  reason fo r  a  webs i te  deve loper  us ing  a  cus tom CMS is  to  lock  you  in .  

When you  ta lk  to  them they  w i l l  o f ten  ment ion  th ings  l i ke  func t iona l i t y  and  

secur i t y  (see  be low) ,  bu t  the  ma in  reason is  much more  s imp le  –  i t  i s  a  ca lcu la ted  

bus iness  dec is ion .

When your  webs i te  i s  bu i l t  w i th  a  cus tom CMS,  the  webs i te  des igner  w i l l  a lmos t  

a lways  re ta in  ownersh ip  o f  the  code and the  l i cence  fo r  i t s  use .  Th is  means  you  

cannot  change deve lopers ,  o r  ge t  someone e lse  to  work  on  your  webs i te .  Usua l l y  

i f  you  want  to  change deve lopers  the  bes t  you  can  do  i s  ge t  the  da tabase o f  

in fo rmat ion  so  you  have  your  con ten t ,  and  then  s ta r t  aga in  f rom scra tch .The 

webs i te  deve lopment  company  obv ious ly  hopes  tha t  lock ing  you  in  l i ke  th is  w i l l  

make i t  more  l i ke ly  you  w i l l  s tay  with them as you won’t  want the hassle of  
changing. Being so t ied to a s ingle company is rarely benef ic ia l  to 
anyone except the company locking you in.

With an open source CMS you can change your developer when you 
want and they wi l l  be able to pick up where the other one lef t  of f .
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Platforms Are 
Constantly 

Updated
Open source  CMS p la t fo rms are  in  compet i t ion  w i th  each  o ther ,  so  there  i s  a  

cons tan t  d r i ve  fo r  innova t ion  and  improvement .  Updates  and  new vers ions  a re  

regu la r l y  re leased,  and  there  i s  a lways  someone somewhere  work ing  on  mak ing  

the  p la t fo rm be t te r .
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Millions of 

Developers Working 

On It...
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F o l l o w i n g  o n  f r o m  t h e  p r e v i o u s  p o i n t ,  o p e n  s o u r c e  C M S  p l a t f o r m s  a r e  

w o r k e d  o n  a n d  i m p r o v e d  b y  m a n y  d i f f e r e n t  d e v e l o p e r s .  T h e  b i g g e s t  o n e ,  

W o r d P r e s s ,  p r o b a b l y  h a s  m i l l i o n s  o f  p e o p l e  w o r k i n g  o n  i t  a r o u n d  t h e  

w o r l d .   T h i s  i s  w h y  i m p r o v e m e n t s  a n d  f u n c t i o n s  a r e  a d d e d  s o  r e g u l a r l y ,  

b u t  i t  a l s o  m e a n s  b u g s  a n d  i s s u e s  a r e  i d e n t i f i e d  a n d  s o l v e d  q u i c k l y .  I t  

i s  a  c o m m u n i t y  o f  c o d e r s  t h a t  i s  o r g a n i c a l l y  d e v e l o p e d  a r o u n d  t h e  o p e n  

s o u r c e  C M S  a n d  t h e y  w o r k  h a r d  –  a n d  t o g e t h e r  –  t o  m a k e  i t  b e t t e r  f o r  

e v e r y o n e .
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A  s i n g l e  d e v e l o p m e n t  
c o m p a n y  w i l l  i n v a r i a b l y  h a v e  a  

s m a l l  t e a m  c o m p a r e d  t o  t h e  
n u m b e r s  o f  p e o p l e  w o r k i n g  o n  

a n  o p e n  s o u r c e  C M S .  E v e n  i f  
t h e y  h a v e  t e n s  o r  h u n d r e d s  o f  

c o d e r s  w o r k i n g  o n  i t .
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i t  (wh ich  fo r  mos t  webs i te  des ign  compan ies  i s  h igh ly  un l i ke ly ) ,  they  can  never  

match  the  co l lec t i ve  b ra in  power ,  man hours ,  and  eyeba l l s  tha t  work  on  the  open 

source  CMS opt ions .

One o f  the  downs ides  tha t  resu l ts  f rom th is  l im i ted  number  o f  coders  work ing  on  

a  cus tom CMS is  they  have  to  keep the  code fa i r l y  t igh t .  Th is  i s  because every  

t ime you  deve lop  a  new fea tu re  you  run  the  r i sk  o f  i t  hav ing  knock-on  impac ts  

e lsewhere  in  the  code.  As  a  resu l t  mos t  cus tom CMS p la t fo rms have  a  core  

func t iona l i t y  wh ich  the  deve lopers  ra re ly  s t ray  f rom.

Highly Flexible
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Extensively 
Tested



An open source  CMS is  tes ted  to  the  po in t  o f  exhaus t ion  –  tha t  rea l l y  i s  the  on ly  

way  to  descr ibe  i t .  The  “ tes te rs ”  inc lude  everyone f rom the  deve lopers  wr i t ing  the  

var ious  b i t s  o f  code to  the  des igners  us ing  the  CMS to  bu i ld  webs i tes  fo r  the i r  

c l ien ts  to  those  c l ien ts  us ing  the  CMS to  change the  con ten t  on  the i r  webs i te .  

Everyone feeds  in to  the  mach ine  and con t r ibu tes  to  mak ing  the  CMS bet te r  fo r  

everyone.  Th is  i s  a lso  one  o f  the  reasons  an  open source  CMS is  updated  so  

f requent ly  –  there  a re  so  many  peop le  spo t t ing  a l l  the  l i t t l e  e r ro rs  and  areas  fo r  

improvement  and  ge t t ing  them f i xed .

14

A s ing le  webs i te  deve lopment  company  
w i th  a  cus tom CMS s imp ly  cannot  

compete  w i th  th is  communi ty  o f  tes te rs ,  
regard less  o f  how good the i r  in te rna l  

p rocesses  a re ,  o r  how many c l ien ts  they  
have  on  the i r  books  and us ing  the  CMS.
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As a l ready  ment ioned,  the  core  code o f  an  open source  CMS is  f ree .  Even when 

you  buy  a  p remium theme and/or  p remium p lug ins ,  the  cos t  fo r  the  so f tware  i s  

s t i l l  ve ry  smal l .  Th is  a lone  makes  i t  more  cos t  e f fec t i ve  than  a  cus tom CMS,  bu t  

there  i s  ano ther  reason too .

Many peop le  f ind  themse lves  in  a  s i tua t ion  where  they  want  func t iona l i t y  on  the i r  

webs i te  tha t  i s  no t  par t  o f  the  core  o f fe r ing  o f  the  cus tom CMS.  The webs i te  

des ign  company w i l l  o f ten  agree  to  deve lop  th is  func t iona l i t y  bu t  a t  a  cos t  –  i .e .  

you  have  to  pay  fo r  them to  wr i te  the  code.  

More Cost 
Effective
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An open source  CMS is  a lso  much eas ie r  to  cus tomise  than  a  cus tom CMS,  p r imar i l y  

because i t  i s  more  f lex ib le .  Th is  means  you  can  be  sure  you  w i l l  ge t  the  webs i te  you  

want ,  w i thou t  hav ing  to  compromise .

Easier To Customise

In tegra t ion  i s  a lways  eas ie r  too .  Th is  cou ld  be  in tegra t ion  w i th  your  CRM,  s tock  

con t ro l  sys tem,  and  more .  Th is  i s  because there  i s  usua l l y  someone e lse  who has  

done the  in tegra t ion  be fo re ,  so  there  a re  so lu t ions ,  p lug ins  and  add-ons  tha t  have  

been tes ted  and tha t  work .  A  s ing le  webs i te  des ign  company wou ld  no t  have  the  

resources  to  deve lop  and tes t  a  so lu t ion  fo r  every  poss ib le  reques t ,  so  they  don ’ t  do  

i t  un t i l  they  s ta r t  work ing  on  your  webs i te .  In  o ther  words ,  they  learn  as  they  go  

a long .

Integration Is Easier
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I t  i s  no t  poss ib le  to  have  a  d iscuss ion  about  an  open source  CMS and neg lec t  to  

ment ion  secur i t y .  I t  i s  a  b ig  p rob lem and a  ser ious  cons idera t ion ,  and  i s  o f ten  

c i ted  by  webs i te  des ign  compan ies  as  be ing  the  ma in  reason fo r  us ing  a  cus tom 

CMS,  i .e .  they  don ’ t  be l ieve  open source  CMS p la t fo rms are  secure  enough.

The argument  fo r  cus tom CMS p la t fo rms in  th is  regard  i s  tha t  because the  code 

o f  an  open source  CMS is  f ree ly  ava i lab le ,  i t  i s  poss ib le  fo r  hackers  to  f ind  and  

exp lo i t  secur i t y  vu lnerab i l i t i es .  Wi th  the  complex i ty  o f  the  in te rne t  and  modern  

webs i tes ,  there  a re  many  o f  these  vu lnerab i l i t i es .  As  ind iv idua l  cus tom CMS 

p la t fo rms are  no t  w ide ly  used,  hackers  wou ld  no t  be  fami l ia r  w i th  the  code –  in  

fac t  they  p robab ly  don ’ t  even  know i t  ex is ts .

The rea l i t y  i s  a  hacker  cou ld  p robab ly  b reak  in to  most  cus tom CMS p la t fo rms i f  

they  rea l l y  wanted  to ,  bu t  they  ins tead  go  fo r  the  low hang ing  f ru i t  –  vu lnerab le  

webs i tes  bu i l t  us ing  an  open source  CMS.  

A Word About Security
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Note that sentence uses the 

word “vulnerable”.  In other 

words,  not al l websites bui l t  on 

an open source CMS are a 

security r isk .

Kiwi Website Design
& Digital Marketing



Passwords 

if you use the username admin and a 
guessable password, your website will 

get hacked. It might not be today or 
tomorrow, but it will eventually happen. 

The first step to having a secure 
website is to use more descriptive 

usernames, and randomly generated 
passwords.

Updates 

updates to the CMS core files and 
updates to plugins must be applied as 
soon as they become available. Usual-

ly these plug holes, so every update 
makes your website more secure.

Reputable themes
and plugins 

reputable themes and plugins are 
updated frequently, so they should be 

used on your website exclusively

Security plugins 

your developer can also install security 
plugins that monitor traffic trying to 

gain access to the website’s files. For 
example, one plugin that is commonly 

used limits login attempts. This 
prevents bots – computer programs – 
trying to guess your admin password 

by repeatedly attempting to log in.

1 2

3
4

So long as the following four principles are 
adhered to, a website built using an open source 
CMS will be as secure – and probably more 
secure – than a website built using a custom 
CMS:
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For  cos t  e f fec t i veness ,  f lex ib i l i t y ,  robus t  code,  and  s tunn ing  des ign ,  i t  i s  a lways  

be t te r  to  use  an  open source  CMS over  a  cus tom CMS.  Th is  i s  why  g loba l  b rands  

l i ke  Sony ,  TechCrunch,  The New Yorker ,  MTV,  P laySta t ion ,  and  more  a l l  use  open 

source  CMS p la t fo rms,  usua l l y  WordPress .

The Best Option


